









VIII-F-1.21
ALLEN COUNTY COMMUNITY COLLEGE

BOARD OF TRUSTEES

POLICIES AND PROCEDURES

IDENTITY THEFT PREVENTION-RED FLAG RULE
I.
POLICY

1.00
GENERAL STATEMENT

1.01
The federal Fair and Accurate Credit Transactions Act of 2003 requires Allen County Community College to establish an Identity Theft Prevention Program designed to detect, prevent and mitigate identity theft in connection with the opening of a covered account or an existing covered account and to provide for continued administration of the program.
2.00
SPECIFIC STATEMENTS

2.01
Identity theft means fraud committed or attempted using the identifying information of another person without authority.

2.02
A covered account means an account that a creditor offers or maintains, primarily for personal, family, or household purposes that involves or is designed to permit multiple payments or transactions.

2.03
A red flag means a pattern, practice or specific activity that indicates the possible existence of identity theft.

2.04
Program administrator means the designated individual with primary responsibility for oversight of the program.

II.
PROCEDURE
3.01
The Program shall include procedures to identify relevant red flags for covered accounts.

3.02
The Program shall include procedures to detect red flags.

3.03
The Program shall include procedures for reasonable responses when red flags are

detected.
3.04
The Program shall be updated periodically to reflect changes in identity theft risk.
3.05
All employees with information related to covered or potential covered accounts shall maintain confidentiality and ensure that documents and electronic data are secure from unauthorized access.

3.06
The Chief Business Officer shall monitor and provide oversight of the Program.
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